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Abstract

Today, the deployment of artificial intelligence (AI) in organizational administrative processes, particularly within the banking
industry, has emerged as one of the most significant manifestations of digital transformation. Despite its advantages, including
increased speed, accuracy, productivity, and enhanced decision-making, the implementation of Al in administrative processes
is associated with numerous risks across data, technical, security, organizational, and governance dimensions. Therefore, the
present study aimed to analyze and prioritize the risks associated with Al deployment in administrative processes using the
integrated FMEA-DEMATEL approach in Bank Sepah of Mazandaran Province. In terms of purpose, this study is applied
research, and in terms of methodology, it adopts a descriptive-analytical approach. Research data were collected through a
literature review and expert questionnaires. The study population consisted of experts, managers, and specialists familiar with
information technology, risk management, and banking administrative processes, who were selected through purposive
sampling. In the first stage, 20 major risks related to AI deployment were identified and evaluated using the Failure Mode and
Effects Analysis (FMEA) method based on three criteria: severity, occurrence probability, and detectability. The identified risks
were subsequently ranked according to their Risk Priority Numbers (RPNs). The results of this stage indicated that the risks of
“information leakage and confidentiality breaches,” “lack of model transparency and interpretability,” and “model errors and
inaccurate predictions” received the highest priority rankings. In the second stage, the top ten risks were analyzed using the
Decision-Making Trial and Evaluation Laboratory (DEMATEL) method to examine their causal relationships and mutual
influences. The findings revealed that “absence of an Al governance framework,” “poor data quality,” and “bias in training
data” were among the most significant causal and root risks. In contrast, risks such as “information leakage and confidentiality
breaches” and “cyber and adversarial attacks on Al models” were primarily consequence-oriented and effect-related risks. The
results indicate that effective management of Al-related risks in banks requires simultaneous attention to both critical risks and
their underlying root causes at the governance, data, and model design levels. The findings of this study can serve as a
foundation for designing AI governance mechanisms, strengthening information security, and improving decision-making
processes within banking organizations.
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1. Introduction

Artificial intelligence has become one of the central components of digital transformation in contemporary organizations,
reshaping the way administrative, operational, and managerial processes are designed, executed, monitored, and improved. In
recent years, Al-based systems have moved beyond experimental applications and have increasingly been embedded in
decision-making workflows, customer service systems, document processing, fraud detection, predictive analytics, risk
monitoring, process automation, and managerial control mechanisms. This transition has been particularly important in service-
intensive organizations such as banks, where administrative processes depend heavily on data accuracy, procedural reliability,
regulatory compliance, information security, and timely decision-making. The expansion of Al in organizational settings is
therefore not merely a technological change, but a socio-technical transformation that affects work structures, professional
roles, governance mechanisms, accountability systems, and stakeholder trust (Archer, 2025; Cati, 2024; Patil et al., 2024).

In the banking sector, administrative processes involve a complex combination of customer data management, internal
documentation, compliance monitoring, credit assessment, operational reporting, risk control, and interdepartmental
coordination. These processes are often repetitive, data-intensive, rule-based, and sensitive to errors; therefore, they provide a
suitable environment for the deployment of Al and automation technologies. Al can improve administrative performance by
increasing processing speed, reducing human error, enabling predictive decision support, identifying abnormal patterns, and
enhancing the efficiency of internal workflows. Similar developments have been observed across other data-intensive sectors,
where Al and digital technologies have been applied to improve operational efficiency, predictive maintenance, supply chain
resilience, and service quality (Brown et al., 2024; E. & B., 2024; Elete et al., 2024; Ugwu & Balogun, 2024). In this regard,
Al deployment in banking administration can be understood as part of a broader movement toward intelligent, data-driven, and
digitally integrated organizational systems.

Despite these potential benefits, the implementation of Al in administrative processes creates a wide range of risks that
cannot be reduced to technical malfunction alone. Al systems operate through data pipelines, algorithmic models, infrastructure
platforms, human oversight mechanisms, and organizational rules. Weakness in any of these components can generate adverse
consequences for the entire system. Studies on Al implementation have increasingly emphasized that organizations must move
from a narrow technology-adoption perspective toward an implementation-governance perspective, in which algorithmic
performance, data quality, accountability, monitoring, human capability, and institutional readiness are considered
simultaneously (Boag et al., 2024; Rajagopal et al., 2024; Wells et al., 2025). Therefore, Al risk analysis should not only
identify visible operational threats but also uncover the underlying causal structure through which risks influence one another.

One of the most fundamental categories of Al-related risk concerns data. Al systems depend on the availability, quality,
completeness, consistency, and representativeness of data. In administrative banking processes, inaccurate, incomplete,
fragmented, outdated, or biased data may directly reduce the reliability of Al outputs and indirectly intensify other risks,
including model error, discriminatory decision-making, compliance failure, reputational damage, and loss of trust. Data-related
challenges are particularly significant in organizations with legacy systems, fragmented databases, and heterogeneous
information infrastructures. Industrial data platform research has shown that data architecture, interoperability, standardization,
and governance are essential conditions for successful digital transformation (Ghosh & Laad, 2024). Similarly, studies on
digital ecosystems and smart organizations highlight that the creation of reliable Al-enabled services depends on integrated
data environments, coordinated digital infrastructure, and systematic data stewardship (Chow et al., 2025). Hence, in banking
administration, poor data quality and data inconsistency should be regarded not as secondary technical issues but as root-level
risks that may shape the behavior of the entire Al system.

A second major risk dimension concerns the model and technology layer. Al models may generate inaccurate predictions,
fail to generalize across branches or administrative units, become unstable when data patterns change, or operate as opaque
“black-box™ systems. Lack of transparency and interpretability is particularly problematic in banking because administrative
decisions often require justification, documentation, auditability, and accountability. When a model produces an output that
cannot be explained, employees, managers, auditors, regulators, and customers may find it difficult to trust or contest the
decision. This issue has also been identified in research on generative Al and clinical practice, where safe implementation
requires attention to validity, explainability, workflow integration, human oversight, and continuous review (Halamka et al.,
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2024; Scott et al., 2025). In software and large-scale Al deployment, similar concerns arise around efficiency, reliability,
monitoring, and the practical consequences of embedding Al into real organizational workflows (Mao et al., 2025). Therefore,
the technical performance of Al systems cannot be separated from organizational accountability and managerial control.

Security and privacy risks represent another critical domain in Al deployment. Banks process highly sensitive customer,
employee, financial, and operational data; consequently, information leakage, confidentiality breaches, unauthorized access,
insecure storage, adversarial manipulation, and cyberattacks can create severe legal, financial, operational, and reputational
consequences. The increasing complexity of Al-enabled systems can expand the attack surface, particularly when models
depend on cloud infrastructures, external platforms, application programming interfaces, or third-party technology providers.
Research on Al-powered security frameworks emphasizes the need for zero-trust architectures, continuous authentication,
access control, encryption, and monitoring to reduce vulnerabilities in complex digital environments (Dash, 2024). Studies on
network security and Al-based intrusion detection similarly show that intelligent systems require robust protection against
cyber threats, adversarial attacks, and infrastructure-level vulnerabilities (Cunha et al., 2024; Ibokette et al., 2024). For
banking organizations, these insights indicate that Al risk management must be closely integrated with information security
governance and privacy protection mechanisms.

In addition to technical and security risks, Al deployment also introduces organizational and human resource challenges.
Employees may resist Al-based systems because of fear of job displacement, lack of trust in algorithmic decisions, uncertainty
about new responsibilities, or insufficient digital skills. If employees and managers do not understand how Al systems operate,
how outputs should be interpreted, and how errors should be escalated, the organization may experience implementation failure
even when the technical system is functional. Research on workplace relations shows that Al can create relational and
psychosocial risks, including tension in workplace roles, changes in authority relations, and new forms of stress or uncertainty
(Cebulla, 2025). From a socio-technical perspective, Al-augmented environments may also generate cognitive pressure,
technostress, and new risk-management needs, especially when employees are expected to interact with complex automated
systems without adequate training and support (Kereopa-Yorke, 2023). Accordingly, the success of Al in administrative
banking processes depends not only on system design but also on change management, employee capability development,
organizational communication, and trust-building.

Governance, compliance, and ethical risks form another central dimension of Al implementation. In regulated sectors such
as banking, Al systems must comply with legal requirements, privacy regulations, information security standards, audit
expectations, and ethical principles. The absence of a clear Al governance framework can lead to ambiguity regarding
responsibility, accountability, oversight, model validation, data ownership, risk reporting, and corrective action. This issue has
been widely discussed in healthcare Al governance, where legal concerns, regulatory uncertainty, and the need for structured
oversight frameworks have become major barriers to safe adoption (Alanazi, 2025; Arnaout, 2025). Practical Al
implementation frameworks similarly emphasize the importance of appropriate review, institutional governance, stakeholder
engagement, and post-deployment monitoring (Wells et al., 2025). Although healthcare and banking differ in their operational
contexts, both sectors involve sensitive data, high-stakes decisions, professional accountability, and public trust; therefore, the
governance lessons from one domain can inform risk analysis in the other.

The growing use of Al has also created new demands for auditability and compliance verification. Organizations
increasingly need methods to demonstrate that Al-enabled systems comply with internal policies and external regulations
without necessarily exposing sensitive data, proprietary algorithms, or confidential operational details. Emerging work on zero-
knowledge software auditing highlights the possibility of verifying compliance in Al-enabled systems while preserving
confidentiality and reducing disclosure risks (Scaramuzza, 2025). For banks, this issue is highly relevant because Al
governance must balance transparency, explainability, data protection, cybersecurity, and competitive confidentiality. In this
respect, Al risk management should not be limited to pre-implementation assessment; rather, it must include continuous
auditing, monitoring, documentation, and evidence-based assurance throughout the Al system lifecycle.

The literature also shows that Al risk is highly context-dependent. In fire safety, Al risk management requires attention to
policy, stakeholders, emerging technologies, and operational readiness (Kumar et al., 2025). In healthcare, perceived threats
to rights and safety include privacy violations, unequal access, algorithmic bias, accountability gaps, and unsafe decision
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support (Botha et al., 2024). In industrial and chemical contexts, digital twins and intelligent systems raise issues related to
model fidelity, real-time monitoring, system integration, and operational reliability (Mane et al., 2024). In robotic process
automation, implementation success depends on aligning automation capacity with process characteristics, organizational
readiness, and human supervision (Bichel et al., 2023). These examples indicate that Al-related risks should be analyzed
according to the operational environment in which Al is deployed. Therefore, in the case of Bank Sepah in Mazandaran
Province, risk analysis must consider the specific administrative processes, banking regulations, data structures, organizational
culture, and digital transformation conditions of the institution.

A further challenge is that Al risks do not operate independently. Poor data quality may lead to model error; model opacity
may weaken accountability; weak governance may increase compliance failure; insufficient employee training may reduce the
effectiveness of monitoring; and inadequate access control may intensify privacy breaches. Thus, Al risks form a network of
mutual influence in which some risks are root causes and others are consequences. Traditional prioritization methods can
identify critical risks based on severity, likelihood, or detectability, but they may not fully explain how risks interact. This
distinction is important because a risk with a high immediate priority may be an effect of deeper structural weaknesses, whereas
a moderately ranked risk may function as a causal driver of several other risks. For this reason, integrated risk analysis
approaches are needed to combine prioritization with causal mapping.

Failure Mode and Effects Analysis (FMEA) is a widely used technique for identifying and prioritizing risks based on
severity, occurrence, and detection. Its strength lies in its ability to convert expert judgments into a structured Risk Priority
Number, thereby helping managers recognize which risks require urgent attention. However, FMEA has limitations when risks
are interdependent, because it usually evaluates each risk separately and does not explicitly model causal relationships among
them. The Decision-Making Trial and Evaluation Laboratory (DEMATEL) method complements this limitation by analyzing
the degree of influence among factors and classifying them into cause and effect groups. When combined, FMEA and
DEMATEL provide a more comprehensive approach: FMEA identifies high-priority risks, while DEMATEL reveals which of
those risks are root drivers and which are dependent outcomes. Such integrated logic is consistent with contemporary Al
implementation research, which emphasizes lifecycle thinking, interdependency analysis, governance mechanisms, and
systemic risk management (Boag et al., 2024, Rajagopal et al., 2024).

In the context of Al deployment in banking administrative processes, the integrated FMEA-DEMATEL approach is
especially useful because it allows managers to avoid a purely reactive strategy. For example, information leakage may appear
as the most severe or urgent risk because of its direct consequences for confidentiality and trust. However, causal analysis may
reveal that this risk is driven by deeper factors such as weak Al governance, poor data quality, insufficient access control,
model opacity, or inadequate employee training. Similarly, model error may be both a high-priority risk and a central causal
factor because inaccurate outputs can affect operational decisions, compliance processes, customer service, internal control,
and reputational outcomes. Therefore, effective Al risk management requires simultaneous attention to critical outcomes and
root causes.

Overall, the deployment of Al in administrative banking processes offers significant opportunities for improving efficiency,
accuracy, responsiveness, and decision quality, but it also creates multidimensional risks across data, technology, security,
organization, and governance domains. The reviewed literature suggests that successful Al implementation depends on
integrated data infrastructure, explainable and reliable models, cybersecurity safeguards, human capability development,
regulatory compliance, and continuous governance. However, limited attention has been paid to the simultaneous prioritization
and causal analysis of Al deployment risks in banking administrative processes, particularly through an integrated FMEA--
DEMATEL approach. Addressing this gap can provide banking managers with a more actionable understanding of which risks
are most critical, which are structurally influential, and which require preventive rather than merely corrective strategies.

The aim of this study is to identify, evaluate, prioritize, and analyze the causal structure of risks associated with artificial
intelligence deployment in the administrative processes of Bank Sepah in Mazandaran Province using an integrated FMEA -
DEMATEL approach.

[@NoIER
@ Tl Copyright: © 2026 by the authors. Published under the terms and conditions of Creative Commons Attribution-NonCommercial 4.0
International (CC BY-NC 4.0) License.

Page | 4


http://creativecommons.org/licenses/by-nc/4.0
http://creativecommons.org/licenses/by-nc/4.0

Pa

ge|5

DIGITAL TRANSFORMATION AND ADMINISTRATION INNOVATION

2. Methods and Materials

This study was conducted as an applied research project with a descriptive—analytical design. The primary objective was to
identify, evaluate, prioritize, and analyze the risks associated with the deployment of artificial intelligence (Al) in the
administrative processes of Bank Sepah in Mazandaran Province and to provide managerial recommendations for mitigating
these risks. To achieve this objective, an integrated Failure Mode and Effects Analysis (FMEA) and Decision-Making Trial
and Evaluation Laboratory (DEMATEL) approach was adopted. The integrated methodology enabled not only the prioritization
of Al-related risks based on their severity and likelihood but also the examination of the causal relationships among the
identified risks. Consequently, the study provided a comprehensive understanding of both the relative importance of individual
risks and the interaction structure among them, thereby supporting more effective managerial decision-making.

The target population consisted of experts and professionals with substantial knowledge and experience in information
technology, risk management, banking operations, and administrative processes within Bank Sepah in Mazandaran Province.
These individuals were selected because of their direct involvement in digital transformation initiatives, information systems
implementation, and organizational process management within the banking sector. Given the expert-oriented nature of multi-
criteria decision-making and risk analysis studies, purposive (judgmental) sampling was employed to identify participants who
possessed sufficient expertise and practical experience relevant to the research topic. Consistent with previous studies utilizing
FMEA and DEMATEL methodologies, a panel of experts was considered appropriate because the quality and depth of
professional judgment are more critical than sample size in such analyses (Liu et al., 2020). Accordingly, the expert panel
included information technology managers, systems analysts, banking operations managers, and risk management specialists.
Eligibility criteria required participants to possess at least five years of professional experience in banking or information
technology, familiarity with intelligent systems and digital transformation projects, experience in administrative process
management or risk management, and willingness to participate in the study.

Data collection was carried out through both documentary and field research methods. In the documentary phase, an
extensive review of the literature was conducted to establish the theoretical foundations of the study and identify potential risks
associated with Al deployment in administrative environments. Relevant scientific articles, specialized books, and
internationally recognized academic databases, including ScienceDirect, Springer, IEEE Xplore, and Google Scholar, were
consulted. The literature review facilitated the identification of an initial list of Al deployment risks across technical, data-
related, security, organizational, governance, legal, and ethical dimensions.

Subsequently, field data were collected using expert questionnaires specifically designed for the FMEA and DEMATEL
analyses. The initial list of identified risks was subjected to expert validation, during which overlapping risks were merged,
irrelevant items were removed, and context-specific risks relevant to Bank Sepah and the operational environment of
Mazandaran Province were incorporated. The finalized risk framework consisted of twenty risks categorized into five major
dimensions: data risks, model and technology risks, security and privacy risks, organizational and human resource risks, and
governance, compliance, and ethical risks.

The FMEA questionnaire was designed to evaluate each identified risk according to three standard dimensions: Severity
(S), Occurrence (O), and Detection (D). Experts assessed each risk using a ten-point Likert-type scale ranging from 1 to 10 for
each criterion. Severity reflected the potential impact of a risk on banking operations, occurrence represented the likelihood of
the risk materializing, and detection measured the ability of the organization to identify the risk before significant consequences
occurred.

The DEMATEL questionnaire was developed to investigate the interrelationships among the most critical risks identified
through the FMEA stage. Participants evaluated the degree of influence that each risk exerted on other risks using a five-point
scale ranging from “no influence” to “very high influence.” These evaluations were subsequently used to construct the direct-
relation matrix required for DEMATEL analysis.

To ensure content validity, the preliminary questionnaires were reviewed by university faculty members and banking and
information technology experts. Based on their feedback, revisions were made to improve the clarity, relevance, and
comprehensiveness of the questionnaire items. Reliability was assessed using Cronbach’s alpha coefficient to examine internal
consistency. A Cronbach’s alpha value exceeding 0.70 was considered indicative of acceptable reliability for the measurement
instruments.
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The data analysis process was conducted in two sequential stages using the integrated FMEA-DEMATEL methodology. In
the first stage, Failure Mode and Effects Analysis (FMEA) was employed to identify and prioritize the risks associated with Al
deployment in administrative processes. Following the identification and validation of the risk factors, experts evaluated each
risk according to the severity, occurrence, and detection criteria. For each risk, a Risk Priority Number (RPN) was calculated
by multiplying the corresponding severity, occurrence, and detection scores (RPN = S x O x D). The resulting RPN values
were then used to rank the risks, with higher values indicating greater criticality and priority for managerial attention. This
stage enabled the identification of the most significant risks affecting the successful implementation of Al technologies within
the banking environment.

In the second stage, the DEMATEL method was applied to the highest-priority risks identified through the FMEA analysis.
Expert evaluations were used to construct a direct-relation matrix representing the influence of each risk on other risks. The
matrix was subsequently normalized to prevent excessive numerical magnitudes and to facilitate meaningful comparison among
factors. Using the normalized direct-relation matrix, the total-relation matrix was computed to capture both direct and indirect
relationships among the risks.

The DEMATEL analysis further involved calculating the D and R indices, where D represents the total influence exerted
by a risk on other risks and R represents the total influence received from other risks. The sum of these values (D + R) indicates
the overall prominence or importance of a risk within the system, while the difference (D — R) determines whether a risk
functions primarily as a causal factor or an effect factor. Positive values of D — R identify causal risks that influence other risks,
whereas negative values indicate effect risks that are predominantly influenced by other factors.

The integration of FMEA and DEMATEL provided a comprehensive framework for risk assessment. Initially, FMEA
facilitated the prioritization of Al-related risks based on their criticality. Subsequently, DEMATEL enabled the examination of
the causal structure underlying these risks, distinguishing root causes from consequential risks. This combined approach
allowed for a deeper understanding of the risk network and supported the development of more effective risk mitigation
strategies by directing managerial attention toward influential root risks rather than focusing solely on observable
consequences.
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Figure 1. Conceptual Model of the Study

3. Findings and Results

After identifying and classifying the risks of artificial intelligence deployment in the administrative processes of Bank Sepah
in Mazandaran Province, this section analyzes the data using the integrated FMEA-DEMATEL approach. The purpose of this
stage is first to evaluate and prioritize the identified risks based on severity, occurrence probability, and detectability, and then
to analyze the reciprocal relationships and causal structure among the higher-priority risks. The combined use of these two
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methods enables the study not only to identify critical risks but also to determine root and influential factors, thereby providing
the necessary basis for developing effective managerial strategies.

In this section, the implementation of the FMEA method, the calculation of the Risk Priority Number, and the ranking of
risks are first explained. Then, based on the obtained results, priority risks are selected for causal analysis, and the relationships
of influence and dependence among them are examined using the DEMATEL method. Finally, the integrated output of the two

Page | 7 methods is presented as the basis for the final analysis of the risks of artificial intelligence deployment in the administrative
processes of the bank.

Based on expert evaluations, the final score of each identified risk across different dimensions was calculated, and the Risk
Priority Number was then determined. Table 1 presents the results of risk evaluation using the FMEA method.

Table 1. Results of Risk Evaluation and Prioritization Using the FMEA Method

Risk Risk Title Severity Occurrence Detection Risk Priority Number Rank
Code (S) (0) (D) (RPN)
R1 Poor data quality 8 7 6 336
R2 Bias in training data 8 6 7 336 5
R3 Data inconsistency and lack of integration 7 8 6 336 6
R4 Variability in data patterns 7 6 6 252 12
R5 Lack of model transparency and interpretability 8 7 7 392 2
R6 Model error and inaccurate prediction 9 7 6 378 3
R7 Weak model generalizability 7 6 7 294 9
R8 Dependence on infrastructure or technology supplier 6 5 6 180 17
R9 Information leakage and confidentiality breach 10 7 6 420 1
R10 Cyber and adversarial attacks on the model 9 6 7 378
R11 Weak access control 8 6 6 288 10
R12 Weak storage and processing security 8 6 7 336 7
R13 Employee resistance to technology 7 7 5 245 13
R14 Lack of skills and training 8 7 6 336 8
R15 Weak change management 7 7 6 294 11
R16 Ambiguity in responsibility and accountability 8 5 7 280 14
R17 Non-compliance with regulations 9 5 7 315 9
R18 Absence of an artificial intelligence governance 8 6 7 336 6
framework
R19 Weak internal control and monitoring 8 6 288 15
R20 Risk of damage to reputation and trust 9 5 7 315 10

The results of the above table show that information leakage and confidentiality breach (R9), lack of model transparency
and interpretability (R5), and model error and inaccurate prediction (R6) had the highest priorities among the identified risks.
This finding indicates that, in the process of deploying artificial intelligence in the administrative activities of the bank, the
most important threats are related, on the one hand, to information security and the protection of sensitive data, and on the other
hand, to the performance, interpretability, and accuracy of artificial intelligence models.

On the other hand, risks such as dependence on infrastructure or technology supplier, variability in data patterns, and
employee resistance, although still important, were ranked lower than the other risks. This may indicate that, in the studied
environment, experts are more concerned about the direct security, control, and decision-making consequences arising from
the deployment of artificial intelligence.

Since the DEMATEL method is used to analyze causal relationships among factors, and its implementation for a large
number of variables can increase the complexity of both response and analysis, the present study selected higher-priority risks
based on the FMEA results for inclusion in this stage. Accordingly, the top ten risks with the highest RPN values were selected
as key and critical risks. These risks were R9: information leakage and confidentiality breach; R5: lack of model transparency
and interpretability; R6: model error and inaccurate prediction; R10: cyber and adversarial attacks on the model; R1: poor data
quality; R2: bias in training data; R3: data inconsistency and lack of integration; R12: weak storage and processing security;
R14: lack of skills and training; and R18: absence of an artificial intelligence governance framework.

These risks were considered the main variables in the DEMATEL stage.
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At this stage, experts evaluated the intensity of the influence of each selected risk on the other risks using a five-point scale
ranging from zero to four. Accordingly, the initial direct-relation matrix was formed for the selected risks. After receiving the
individual matrices from the experts, the average of their opinions was considered the final direct-relation matrix. Table 2
presents the direct-relation matrix among the priority risks.

Table 2. Direct-Relation Matrix among Key Risks
R10 R12 R14 R18

Risk
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To perform the DEMATEL calculations, the direct-relation matrix was first normalized. After normalization, the total-
relation matrix was calculated. In this matrix, both direct and indirect effects are considered. Therefore, the total-relation matrix
provides a more accurate picture of the interaction structure among the key risks.

For the final DEMATEL analysis, the sums of the rows and columns of the total-relation matrix were calculated. The row
sum, denoted by D, indicates the degree to which each risk influences other risks, while the column sum, denoted by R, indicates
the degree to which each risk is influenced by other risks. In addition, the D + R index indicates the importance and prominence
of each risk in the overall system, whereas the D — R index determines whether the risk plays a causal or effect-based role.

Table 3. Results of DEMATEL Analysis for Key Risks

Risk Code Risk Title D R D+R D-R Factor Type
R9 Information leakage and confidentiality breach 5.84 6.91 12.75 -1.07 Effect
R5 Lack of model transparency and interpretability 6.42 6.10 12.52 0.32 Cause
R6 Model error and inaccurate prediction 6.88 6.45 13.33 0.43 Cause
R10 Cyber and adversarial attacks on the model 6.15 6.70 12.85 -0.55 Effect
R1 Poor data quality 6.74 6.02 12.76 0.72 Cause
R2 Bias in training data 6.37 5.89 12.26 0.48 Cause
R3 Data inconsistency and lack of integration 6.11 5.78 11.89 0.33 Cause
R12 Weak storage and processing security 6.03 6.58 12.61 -0.55 Effect
R14 Lack of skills and training 5.66 5.94 11.60 -0.28 Effect
R18 Absence of an artificial intelligence governance framework 7.12 5.95 13.07 1.17 Cause

The results of Table 3 show that the risks of absence of an artificial intelligence governance framework (R18), poor data
quality (R1), bias in training data (R2), model error and inaccurate prediction (R6), and lack of model transparency and
interpretability (R5) had positive D — R values. Therefore, they are classified as causal and influential factors. In contrast,
information leakage and confidentiality breach (R9), cyber and adversarial attacks on the model (R10), weak storage and
processing security (R12), and lack of skills and training (R14), due to their negative D — R values, are classified as effect-
based and dependent factors.

From the perspective of the D + R index, model error and inaccurate prediction (R6) and the absence of an artificial
intelligence governance framework (R18) had the greatest importance within the overall risk structure. This result indicates
that these two risks not only have a high degree of influence but also play a central role in the network of reciprocal relationships
among the risks.

The integration of the FMEA and DEMATEL results provides a more comprehensive perspective on the structure of risks
associated with artificial intelligence deployment in the administrative processes of the bank. While the FMEA method
identifies critical risks based on severity, occurrence probability, and detectability, the DEMATEL method determines which
of these risks serve as the origins and drivers of other risks.
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Based on the results of this study, although information leakage and confidentiality breach (R9) received the highest priority
in the FMEA ranking, it was classified as an effect factor in the DEMATEL analysis. This finding indicates that information
leakage is more a consequence of deeper weaknesses in governance, data quality, model transparency, and technical controls
than a root risk in itself. In contrast, the absence of an artificial intelligence governance framework (R18) and poor data quality
(R1), although they may not rank first or second in terms of Risk Priority Number, play a more fundamental role in the formation
of other risks from a causal-structural perspective.

Furthermore, lack of model transparency (R5) and model error (R6) are two key risks that held high positions in both the
FMEA ranking and the DEMATEL analysis. This indicates that technical and model-related risks have a strategic position in
the deployment of artificial intelligence in the administrative processes of the bank, and managing them can be effective in
reducing a wide range of security, operational, and reputational risks.

Overall, the integrated results of the study show that governance, data-related, and technical risks have a more root-oriented
nature than other dimensions, and controlling them can reduce consequential risks such as information leakage, cyberattacks,
weak processing security, and declining customer trust.

4. Discussion and Conclusion

The present study aimed to identify, prioritize, and analyze the causal structure of risks associated with the deployment of
artificial intelligence (Al) in the administrative processes of Bank Sepah in Mazandaran Province using an integrated FMEA -
DEMATEL approach. The findings demonstrated that Al deployment risks are not isolated phenomena but rather constitute an
interconnected network of technical, data-related, organizational, security, and governance factors. The FMEA results revealed
that information leakage and confidentiality breaches, lack of model transparency and interpretability, and model error and
inaccurate prediction represented the highest-priority risks. Furthermore, the DEMATEL analysis indicated that the absence of
an Al governance framework, poor data quality, bias in training data, model error, and lack of model transparency functioned
as causal factors, whereas information leakage, cyberattacks, weak storage and processing security, and insufficient employee
skills were primarily effect factors. These findings provide important insights into the nature of Al-related risks in banking
environments and contribute to a more comprehensive understanding of how these risks interact and reinforce one another.

One of the most significant findings of this study was the identification of information leakage and confidentiality breaches
as the highest-priority risk according to the FMEA analysis. This result is understandable given the highly sensitive nature of
banking data and the severe consequences that privacy violations can have for customer trust, regulatory compliance, financial
stability, and institutional reputation. Al systems rely heavily on large-scale data collection, storage, processing, and sharing
mechanisms, thereby increasing exposure to unauthorized access and information security vulnerabilities. Similar concerns
have been highlighted in studies examining Al implementation in healthcare and public services, where privacy protection and
information security are considered among the most critical challenges associated with intelligent systems (Botha et al., 2024;
Halamka et al., 2024). Research on cybersecurity frameworks further emphasizes that advanced Al environments require
sophisticated security architectures capable of addressing emerging threats that traditional protection mechanisms may not
adequately manage (Cunha et al., 2024; Dash, 2024). Therefore, the prominence of information leakage in the present study
reflects a broader international concern regarding the protection of sensitive organizational and customer information in Al-
enabled systems.

Another important finding was the high priority assigned to the lack of model transparency and interpretability. This result
highlights the fact that banking organizations increasingly require Al systems that can explain the rationale behind their
recommendations and decisions. Administrative processes often involve accountability, auditing, documentation, and
regulatory review; therefore, black-box models may create uncertainty among employees, managers, auditors, and customers.
The findings align with previous studies emphasizing that explainability and transparency are fundamental requirements for
responsible Al implementation, particularly in environments characterized by high-stakes decisions and regulatory oversight
(Scott et al., 2025; Wells et al., 2025). Similarly, research on healthcare Al governance has shown that the inability to explain
algorithmic outputs can undermine trust and hinder organizational acceptance of Al systems (Alanazi, 2025; Arnaout, 2025).

Consequently, the current findings suggest that interpretability should be viewed not merely as a technical characteristic but as
a strategic organizational requirement for successful Al adoption.
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The results also revealed that model error and inaccurate prediction constitute one of the most critical risks associated with
Al deployment in banking administrative processes. Al systems support decision-making activities that directly influence
operational performance, customer services, compliance activities, and managerial planning. When model outputs are
inaccurate, the resulting decisions may lead to operational inefficiencies, resource misallocation, compliance violations, and
financial losses. Previous studies have similarly noted that the reliability and validity of Al outputs are essential determinants
of implementation success (Boag et al., 2024; Rajagopal et al., 2024). Large-scale deployment experiences have further
demonstrated that even highly sophisticated Al systems may generate inaccurate recommendations if model assumptions, data
quality, or contextual factors are not adequately considered (Mao et al., 2025). Therefore, the high ranking of model error
observed in this study underscores the importance of rigorous validation, continuous monitoring, and performance auditing of
Al systems throughout their operational lifecycle.

Perhaps the most important contribution of this study emerges from the DEMATEL analysis. Although information leakage
achieved the highest risk priority score, it was classified as an effect factor rather than a root cause. This finding suggests that
confidentiality breaches often arise as consequences of deeper structural weaknesses rather than functioning as independent
risks. Specifically, weaknesses in governance, data quality, model design, and organizational controls appear to create
conditions that facilitate information security failures. This result reinforces contemporary perspectives that view cybersecurity
incidents as manifestations of systemic deficiencies rather than isolated technical problems (Dash, 2024; Ibokette et al., 2024).
Accordingly, organizations that focus exclusively on security technologies without addressing governance and data
management issues may fail to eliminate the underlying sources of vulnerability.

The absence of an Al governance framework emerged as the most influential causal factor in the entire risk network. This
finding is particularly noteworthy because governance-related risks are often less visible than technical or security risks.
Nevertheless, the results indicate that governance deficiencies influence a wide range of downstream risks, including model
errors, compliance failures, information leakage, and accountability ambiguities. These findings strongly support previous
research emphasizing the need for structured governance mechanisms, institutional oversight, policy frameworks,
accountability structures, and lifecycle management practices for Al systems (Arnaout, 2025; Wells et al., 2025). Studies
examining legal concerns surrounding Al implementation similarly argue that organizations require clear regulatory
frameworks to manage risks effectively and ensure responsible deployment (Alanazi, 2025). The present findings therefore
suggest that governance should be regarded as the foundation upon which all other Al risk management efforts are built.

Poor data quality was identified as another highly influential causal factor. This result is consistent with the fundamental
principle that Al systems are only as reliable as the data on which they are trained and operated. Inaccurate, incomplete,
inconsistent, or outdated data can propagate errors throughout the entire Al system, affecting model performance, decision
quality, compliance outcomes, and customer experiences. Similar conclusions have been reported in studies on industrial data
platforms and digital ecosystems, which emphasize that successful digital transformation depends on robust data governance,
integration, and quality management practices (Chow et al., 2025; Ghosh & Laad, 2024). The significance of data quality in
the current study indicates that investments in Al technology alone are insufficient unless accompanied by systematic efforts
to improve organizational data infrastructure and governance.

The finding that bias in training data functions as a causal risk is equally important. Training data bias can systematically
distort Al outputs, producing unfair, inaccurate, or discriminatory decisions. In banking environments, such distortions may
affect customer assessments, operational prioritization, resource allocation, and risk evaluations. Previous studies have
repeatedly warned that biased datasets can compromise the fairness and reliability of Al systems, thereby generating legal,
ethical, and reputational consequences (Botha et al., 2024; Scott et al., 2025). The present study extends this understanding
by demonstrating that training data bias not only represents a risk in itself but also contributes to the emergence of other risks
within the organizational system.

Another noteworthy finding concerns the role of employee skills and training. While lack of skills and training was
categorized as an effect factor rather than a causal factor, its position within the risk network remains significant. This result
suggests that workforce capability gaps may partly reflect broader organizational shortcomings in governance, strategic
planning, and digital transformation management. Similar observations have been made in studies examining technology
adoption and organizational transformation, where employee readiness is influenced by leadership support, communication
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quality, change management effectiveness, and institutional commitment to digital innovation (Patil et al., 2024; Ugwu &
Balogun, 2024). Consequently, training initiatives should not be implemented in isolation but rather integrated into broader
organizational transformation strategies.

The study also revealed that cyber and adversarial attacks on Al models occupy a prominent position among the priority
risks. As Al systems become increasingly integrated into organizational operations, malicious actors gain new opportunities to
manipulate inputs, exploit vulnerabilities, and compromise outputs. Previous cybersecurity research has demonstrated that Al-
enabled systems face unique threats, including adversarial manipulation, model poisoning, and infrastructure exploitation
(Cunha et al., 2024; Ibokette et al., 2024). The classification of cyberattacks as an effect factor suggests that improving
governance, data quality, model design, and security controls may significantly reduce organizational exposure to such threats.

The findings further highlight the interconnected nature of governance, technical, and organizational dimensions of Al
deployment. The risk network identified through DEMATEL illustrates that technological risks cannot be managed effectively
without considering organizational structures, human capabilities, and institutional policies. This perspective aligns with socio-
technical approaches that emphasize the interaction between technology, people, processes, and organizational environments
(Cebulla, 2025; Kereopa-Yorke, 2023). Similarly, studies on public-sector digitization and digital transformation stress that
successful implementation depends on balancing technological innovation with organizational adaptation and governance
reform (Cati, 2024; Elete et al., 2024).

From a broader perspective, the study contributes to the growing body of literature on Al risk management by demonstrating
the value of integrating prioritization and causal analysis methods. While FMEA effectively identifies the most critical risks,
DEMATEL reveals the structural relationships that shape the overall risk environment. This integrated perspective enables
managers to move beyond symptom-focused interventions and address the root causes that generate multiple downstream risks.
Such an approach is consistent with recent discussions of Al lifecycle management, implementation frameworks, and
organizational readiness models, which emphasize proactive governance, continuous monitoring, and systemic risk
management (Boag et al., 2024; Rajagopal et al., 2024; Wells et al., 2025).

Overall, the results indicate that governance, data, and model-related risks constitute the foundational drivers of Al risk
within banking administrative processes. Although security incidents and operational failures may attract the most immediate
attention, these outcomes are frequently rooted in deficiencies related to governance structures, data management practices,
model design, and organizational preparedness. Consequently, effective Al risk management requires a holistic approach that
simultaneously addresses technological, organizational, human, and regulatory dimensions of implementation.

This study has several limitations that should be considered when interpreting the findings. First, the research was conducted
within a single banking institution and a specific regional context, which may limit the generalizability of the results to other
banks or industries. Second, the analyses relied on expert judgments, which, although appropriate for FMEA and DEMATEL
methodologies, may be influenced by subjective perceptions and professional experiences. Third, the study examined risks at
a particular point in time, whereas Al technologies and associated threats evolve rapidly. Finally, the causal relationships
identified in the DEMATEL analysis reflect expert assessments rather than empirically observed interactions, and therefore
should be interpreted as informed representations of the risk structure rather than definitive causal mechanisms.

Future studies could expand the scope of investigation by including multiple banking institutions and conducting
comparative analyses across different organizational contexts. Longitudinal research designs may provide deeper insights into
how Al-related risks evolve over time as technologies mature and regulatory environments change. Researchers may also
integrate quantitative performance indicators with expert evaluations to validate causal relationships identified through
DEMATEL. Furthermore, future studies could investigate specific categories of Al applications, such as generative Al,
intelligent customer service systems, automated compliance monitoring, or predictive risk assessment tools, in order to develop
more context-specific risk management frameworks. The application of alternative multi-criteria decision-making methods and
hybrid analytical approaches may also enrich the understanding of Al risk structures.

Bank managers should establish comprehensive Al governance frameworks that clearly define responsibilities,
accountability mechanisms, monitoring procedures, and risk management protocols before large-scale Al deployment.
Organizations should invest in data quality improvement programs, including data integration, standardization, validation, and
governance initiatives. Continuous model auditing, explainability assessments, and performance monitoring should be
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incorporated into Al lifecycle management processes. Employee training programs should focus not only on technical
competencies but also on responsible Al use, risk awareness, and decision oversight. Finally, banks should strengthen
cybersecurity controls, enhance access management systems, develop incident response capabilities, and adopt proactive risk
monitoring practices to ensure the secure and sustainable deployment of artificial intelligence within administrative processes.
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